
Data Highway is a dynamic and scalable off-site data vaulting service 
that provides organisations with the ability to replicate and store business 
critical data, safely and securely to one of Knowledge’s highly-available 
Data Centre facilities.

Powerful data compression technology allows key business data to be transferred over 
a variety of common communications links including ADSL, SDSL, Private, Ethernet 
& IP-VPN circuits.

Military strength (448-bit) data encryption provides over-the-wire data protection 
ensuring all business data is securely protected at all times during the electronic 
transfer process.

On receipt of your data, all information is permanently encrypted into your data silos 
using high security crypto keys. The crypto key is known only to your organisation and 
provides you with exceptional levels of data security and protection.

All Data Highway services are delivered to ISO 9001 Quality Management standards 
and our Data Centre services conform to the ISO 27001 Information Security standard. 
ITIL accredited service delivery managers complete the cycle of quality to ensure that 
your organisation receives a first class service delivered to International Standards.

Data Highway Services come in three packages: Business Standard, Business 
Premium, Business Enterprise.

Data Highway – Business Standard
The Business Standard service utilises locally installed server agents which encrypt and send business data directly form the host 
server(s) to the Data Centre for archive.
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Data Highway Services:
  MS File & Print Services 

  MS AD Services

  MS Exchange Email Services

  MS SQL Database Services

  Desktop Configurations

  Desktop Applications

CUSTOMER PREMESIS KNOWLEDGE DATA CENTRE

Vaulting Agents on each server 
send data to centralised servers. 
All data sent is compressed 
reducing bandwidth requirements

Data encrypted and 
stored with customer 
chosen encryption key

Vaulting servers 
receive data from 
customer servers

Vaulting Servers



CUSTOMER PREMISES KNOWLEDGE DATA CENTRE

Vaulting Agents on each server 
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Local Vaulting server allows 
for rapid server recovery

Local Vaulting server replicates locally stored data 
to Knowledge servers
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Data Highway – Business Premium
The Business Premium service provides organisations with additional levels of data integrity and protection at the LAN level. The Business 
Premium service utilises a locally installed Data Vault Server, which acts as a centralised staging point for multi-server vaulting and allows 
the rapid recovery of data from the localised server in the event of data failures. 

Data Highway – Business Enterprise
The Business Enterprise service delivers the same functionality as the Business Premium service but with the addition of SAN-to-SAN 
highly available protection. Critical business data is replicated to two geographically independent SAN and Data Centre infrastructures to 
provide the ultimate data protection solution.

See how Data Highway can benefit your organisation by calling 
Knowledge today on: 0845 142 0020
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